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Article Info. Abstract

Recently, the movement of data between smart devices has piqued the world's curiosity because it transmits important and
unimportant data via the Internet. Thus, important data must be encrypted during passing over a network so that
information can only access by an intended receiver and processed by it. As a result, information security has become even
more critical than before. Our proposal suggests a method to secure data in three stages using cryptography and
steganography. The important message will divide into two parts a part will encrypt by Caesar Cipher and another by
Vigenere Cipher. The ciphertext will process by Morse code and will then hide in a cover image using Least Significant
Bits (LSB) technique. According to the value the of peak signal-to-noise ratio (PSNR) obtained in this work our proposal
has an extra security level and robustness. Finally, our research provides more security because of the mixture between
cryptography and steganography.
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1. Introduction

One of the most crucial challenges in information and communication technology research is to make more security for any system moving
data via the internet. Where system security is becoming increasingly important whenever more important transmitted data so data of individuals
must be secured by encryption when it moves via the internet. Since most individuals now access the internet through smart devices, their
internet connection must be protected from unwanted attacks by outsiders and hackers. Conditions of system security must be satisfied to have
a safe and secure internet connection such as authorized access to data. These specifications safeguard data from unauthorized access, data loss,
unauthorized modifications, and other threats which are called for password authentication to access data and protect the smart devices of users
and their data [1]. Where Fig. 1[1] shows the most important classification of security techniques that use to protect the system.
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Fig. 1. Classification of security system techniques

Researchers of security for systems face an interesting problem because the technology and the method of hacking are become today developed.
The foundation of modern communication is data, so the idea of data hiding was developed to safeguard information and ensure that it does not
go to an unauthorized user. In another aspect, the mass of information is made distribution possible via the Internet or over computer networks.
Since protecting access and use must be prevented by confidentiality and data integrity. Using steganography and cryptography are two methods
to secure the information contained in the message and change its meaning to obfuscate it from unauthorized individuals who might intercept
it. Steganography relies on encoding messages in multimedia files that are not expected by hackers [2].
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Nomenclature

LSB Least Significant Bits PSNR Peak Signal-To-Noise Ratio
Dev.-PSO developed Particle Swarm Optimization MSE Mean Squared Error

RSA Rivest-Shamir—Adleman RSA Rivest-Shamir—Adleman

Shukur et al. [3] proposed a method to embed an important message in the cover image by determining an optimal path using the developed
Particle Swarm Optimization (Dev.-PSO) and then hiding in the cover image using Least Significant Bits (LSB) technique. The performance
of their work for peak signal-to-noise ratio (PSNR) and Mean Squared Error (MSE) after an intended attack such as after salt & pepper noise,
Gaussian noise had the ability to survive for the stego image. The two-stage of security used that was cryptography and steganography by Voleti
etal. [4]. They used the Vigenere Cipher algorithm in cryptography to encrypt secret text while the LSB technique was used to hide ciphertext
in a cover image. A multistage of security was used was Caesar Cipher, Rivest-Shamir—Adleman (RSA), and LSB technique in 2022 by Sidi
et al. [5]. The secret message was encrypted using Caesar Cipher at the first stage and then using RSA in the second stage to obtain ciphertext
while the third stage was hidden the ciphertext using the LSB technique. In another framework [6], Caesar Cipher and Hill Cipher; which was
modified into Morse code; were two-stage to obtain the ciphertext. The ciphertext was hidden in the cover image by the LSB technique. the
result of their work is that difficult for irresponsible people or cryptanalysts to solve messages sent in the form of images because multistage
encryption was used. In the hybrid multistage to encrypt data, Osman et al. [7] was proposed method to secure data building sequential and
pseudo-random encoding/decoding algorithms to obtain the ciphertext. The stego image was obtained after hiding the ciphertext in the cover
image. In their work, the user selects the method sequential or random to encrypt secure data after that the system hides it in a cover image.
They found that it was suitable that the text size should be 15% smaller than the cover image and the performance of their work was more
efficient and time consuming.

This paper is organized as a methodology and explains the methods of cryptography and steganography used in the section on the research
method. While the results obtained from the implementation of our proposal and discussion for results are presented in the section on the results
and discussion. Finally, the conclusion has been presented in the section on the conclusion.

2. Research Method

Steganography and cryptography both offer safe communications and can be utilized simultaneously, which is a crucial thing to remember.
Execution of steganography and cryptography are different. While the encrypted file is recognized as having been transferred, the secret
message, which is the transmitted file itself, cannot be recovered without the secret key. Confidentiality is aided by encryption, but protection
ends after decryption. In steganography, the presence of the stego message is covered up with a cover file so that an adversary cannot tell that
a message is present. As long as the stego file is recognized by the embedding mechanism used, the stego message can be extracted using the
stego key [8]. Most researchers interested in information security use more than one stage of encryption to increase the robustness and security
of the system. This motivation prompted us to propose a cryptographic system based on cryptography and steganography. Our system is from
two stages of cryptography and one stage of steganography. In the first stage of our proposal, the important text will divide into two parts then
the first part will encrypt by Caesar Cipher while the second part will be encrypted by Vigenere Cipher. In the second stage, the ciphertext will
be modified into Morse code. In the third stage, the ciphertext will then be hidden in an image by using the LSB technique such as in Fig. 2.

Keyl —————> Encryptionby

Caesar Cipher
Modification .
Important Divider - Adder > into L, Hide by $Stego
Text LSB Image
Morse Code
Encryption by I
—»  Vigenére
Key 2 Cipher Cover
Image

Fig. 2. Our system to protect important information
2.1. Caesar Cipher

The Caesar Cipher is a simple method to encrypt a secret text by rotating the plaintext by the value of the key [9] such as in Fig. 3. Where the
cipher text is becoming “DE” if an important message was “AB”, and the key is equal to 3. The (1) and (2) are used to calculate a mathematical
model for the Caesar cipher to encrypt and decrypt an important text[10].

Tc = E(P,K) = (P + K) mod 36 @
Td = D(CK) = (C — K) mod 36 )

Where a Tc and Td are ciphertext and decrypted text. While a K and P are shifting key and plain text. The 36 that was used in this equation
means that used the English alphabet and number in the use of important text. In this framework, Caesar Cipher uses to encrypt and decrypt
secret text in the first part.
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Fig. 3. Caesar encryption with key 3

A compound alphabet cipher called Polyalphabetic Substitution Cipher which was published in 1586 by French ambassador and cryptographer
Blaise de Vigenere contains the Vigenere Cipher. The Vigenere Cipher is a technique for encoding alphabetic text that bases the Caesar cipher
sequence on the letters in the keyword. Two methods are often used to implement the Vigenere Cipher Substitution approach [11].

1

2)

Cipher. In accordance with the repeating key, each letter is supplied on a separate line.

By utilizing a Caesar cipher series based on the letters in the password, the numeral, Vigenere Cipher with numerals encrypts the text of
the alphabet.
Vigenere Cipher letters are written in 26 rows, each row shifting to the left of the previous row to make one of the 26 possible Caesar

In our framework, the Matrix of Vigenere Cipher is used to encrypt and decrypt secret text in the second part. If the plaintext SIX is encrypted

with the key DFH, S is changed to V in the D row.

2.3. Morse code

I is changed to N in the F row, and X is changed to E in the H row such as show in Fig. 4.
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. Example to encrypt by Vigenere Cipher
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Morse code is a method to modify the text used in encryption. Dots and dashes are standardized sequences of two different signal durations that
are used in communication to represent text characters in Morse code [12]. In our work, ciphertext modifies to Morse code using Table 1 [13].

Table 1. Morse codes for characters and number

Character Symbols Character Symbols Character Symbols Character Symbols

A J - S 1 -
B K - T - 2 -
C L - U - 3 -
D M - \% - 4 -
E N - W -- 5 .
F o] - X . 6 -

G P - Y - 7 --

H Q .- z - 8 -
[ R - 0o - 9

2.4. Least Significant Bits (LSB) technique

The least significant bit (LSB) technique is a straightforward method for including data in image files. The most basic steganographic algorithms
directly embed the message's bits in the cover image's least significant bit plane in a deterministic sequence. A fundamental LSB substitution
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procedure involves converting m samples of a secret message from integer numbers to binary. In the end, the secret message bits will replace
every single bit pixel of the cover image [14]. Instead of dots, spaces, dashes, and slashes, a binary format is used in this work such as in Table
2 which the ciphertext change to binary format using to decrease the number of pixels that use in the process of a substitute.

Table 2. Morse code in binary format

Punctuation Marks Character Binary
Dot 00
Space 01
Dash - 10
Slash / 11

3. Results and Discussion

Lenna, Peppers, Baboon, and Boat are images that are used as cover data of size 512x512 and grey colour as shown in Fig. 5. In MATLAB
R2018b, our work was programming.

(@ (b) (© (d)
Fig. 5. The cover image of (a) Lenna, (b) Peppers, (c) Baboon, and (d) Boat

The secret message has 104 characters that divide into two parts. The first 52 characters are encrypted by Caesar Cipher while the other 52
characters are encrypted by Vigenere Cipher. The ciphertext of Caesar Cipher and the ciphertext of Vigenere Cipher collect in one stream and
coding by morse codes. The result of these processes is shown in Table 3.

Table 3. Result of our work
The process The result
The secret text albert einstein was born in 1955 in germany and got swiss and american nationality his parent had jewish
The ciphertext doehuw higvwhlq zdv eruq Iq 4b88 g jhupdgl dqg jrw fjvff nag nzrevpna angvbanyvgl uvf cnerag ung wrjvfu

Morse codes

The coded text is hidden at the cover image to get the stego image. the stego image of Lenna, Peppers, Baboon, and Boat is shown in Fig. 6 and
the histogram of the stego images and the cover images are shown in Figs. 7 and 8.

® ©

2000
1530 1400 -
1000 - tean

B s 500

(@ (b) (© (d)
Fig. 7. Histogram of cover for (a) Lenna, (b) Peppers, (c) Baboon, and (d) Boat
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@) (b) © (d)

Fig. 8. Histogram of stego for (a) Lenna, (b) Peppers, (c) Baboon, and (d) Boat

The relative between a stego image to an original image is peak signal-to-noise ratio (PSNR) which is defined in (3) [15]. if the number of
PSNR is higher, it means the quality of the stego image is good.

PSNR (db) = 10 log; &2 ®)

Where n is equal to 8 and its meaning is the number of bits per pixel of the image and MSE is the Mean Squared Error (MSE) between the
stego image and the cover image that is defined in (2) [14].

1 — —
MSE = —— YW SHZ (U (r, 0) = D(r, €))? 4
Where I (r, ¢) and D (r, c) are a pixel value of a cover image and a stego image at a location r and ¢ while W and H are the numbers of the rows
and the columns in an image.
The average error between the cover image and the stego image is known as the mean absolute error (MAE) and is defined in (5) [16]. The
quality of the stego image improves with decreasing MAE values.

MAE = —— YWl -4 |i(r,c) — D(r,0)| ©

WXH

Where | (r, ¢) and D (r, c) are the cover pixel value of image and the stego image respectively. W and H are the numbers of the rows and the
columns in an image.

The values of MSE, PSNR, and MAE for the Lenna image, the Peppers image, the Baboon image, and the Boat image are shown in Table 4.
The values of MSE and MAE are equal because the change in difference value is +1.

Table 4. Result

Image MSE PSNR MAE

Lenna 0.00046921 81.41 0.00046921
Peppers 0.00054169 80.79 0.00054169
Baboon 0.00048447 81.27 0.00048447
Boat 0.00042725 81.82 0.00042725

The Comparison of our work and Arroyo [17] is shown in Table 5 for the value of PSNR. The size of the image is 512x512 and the color mode
is grayscale. The Size of the secret message is 16kB. Where the quality of the image in our work is high than [17] so that the doubt of hackers
is less in the presence of important data. The doubt of hackers is less in the presence of important data due to the higher image quality.

Table 5. Value of PSNR for our proposal and [17]

Image Arroyo [17] Our
MSE PSNR MSE PSNR
Lenna 0.09353 58.42 0.079525 59.12
Peppers 0.09386 58.40 0.079716 59.11

4. Conclusion

The combination of steganography and cryptography to secure important data makes a robust system. The Vigenere Cipher, Caesar Cipher, and
Morse Cipher used cryptography while LSB used steganography. The three stages of encryption in our framework make that it difficult for the
hacker to know the content of the important message. where the secret message is divided into two parts then each part is encrypted by a method.
the ciphertext is code using Morse codes then hidden in a cover image using LSB. The PSNR among the cover image and stego image gives a
higher value which means the eyes of humans cannot observe or suspect that there is hidden data.
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