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Recently, there has been a wide and continuous development in wireless sensor networks WSNs. These networks are 

directly employed in our daily lives, so it has become necessary to maintain the confidentiality of information in these 

networks. This paper provided a detailed explanation of the types of attackers according to their layer, in addition to the 
design of a wireless sensor network consisting of a temperature and humidity sensor called the DHT-11 and a Raspberry 

Pi to implement the Text-To-Image Encryption/Decryption algorithm based on CMYK mode (TTIED-CMYK) in these 

networks. An encrypted image with dimensions of 2×2 and a size not exceeding 70 bytes was obtained for a text 
consisting of eleven characters. In addition to that, the encryption time is very short, not exceeding 1 microsecond.     
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1. Introduction 

Nodes are devices whose purpose is to measure natural phenomena such as temperature, pressure, and humidity or to measure abnormal 

phenomena such as the movement of enemies, current, voltage, etc [1, 2]. The wireless sensor network requires many conditions. Firstly, an 

environment or a field for event sensing, for example, an enemy area. Secondly, the number of sensors is very large. Thirdly, a base station to 

receive information from sensors and send it to the control center. Finally, a monitoring and control center to take the appropriate action [3]. 

In addition to that, the nodes can sense and perform the necessary calculations and send them to the main station and then to the monitoring 

unit. Wireless sensor networks have several characteristics and are small in size. Therefore, restrictions are imposed on them, which are 

limited to power, communication, sensors, calculations, and operating systems for these sensors. Sensors are usually grown in environments 

with harsh conditions. Most of the developers tried to design nodes that have high capacity and low cost and send data between the nodes and 

the base station quickly and securely [4-6]. 

There must be procedures in place to prevent any attack on such networks. The broadcast mechanism is used to deliver and receive data 

across nodes [7]. As a result, there are various vulnerabilities via which attackers can get access to and alter network resources. On the one 

hand, there must be a hidden and secure means to know the nodes connecting them, and the information exchanged between them must be 

encrypted with difficult-to-break techniques on the other. The TTIED-CMYK algorithm is introduced in this study for use on data sent 

between nodes [8]. This technique has several advantages, the most notable of which is that it is lightweight, takes little time to conduct 

encryption, and does not require a large bandwidth. In other words, this approach conforms to the constraints placed on wireless sensor 

network nodes. 

In the rest of this paper, WSNs attacks are described in section 2, WSNs security requirements are explained in section 3, and the suggested 

solution is described in section 4. The results are provided in section 5. The last section is the conclusion. 
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Nomenclature    
TTIE Text-To-Image Encryption Algorithm PUF Physical Unclonable Function 

TTIED-CMYK Text-To-Image Encryption Decryption CMYK mode DHT-11 Digital Temperature and Humidity 

WSNs Wireless Sensor Networks DoS Denial of Service 

 

 

Fig 1. The structure of WSNs 

 

2. Attack in WSNs 

In this section, we explain the different types of attacks that lead to network damage and threaten its confidentiality. In this paper, the 

attackers are classified according to the layer that they can be attacked, as follows. 

 2.1. Attacks on the Physical Layer  

The attack in this layer is considered one of the most challenging types of attack. There are many types of attackers on this layer, as follows: 

2.1.1. Attack on the Side Channel 

This attack can also obtain information that could compromise the system by using information (for example, the computation time for 

performance of encryption algorithms, power consumption during the computation process, electromagnetic waves emitted by devices, etc.) 

from sensors. The possibility of this attack by obtaining some important information about the sensor's operating system, such as encryption 

algorithms, transmission paths, calculations, and the sensitivity mechanism. This type of attack can be avoided with Physical Unclonable 

Function (PUF) [9, 10]. 

2.1.2. Camouflage  

Camouflaging is a type of attack that occurs when nodes in WSN are breached. In other words, additional nodes are entered as the original 

node by the attacker, which is called malicious nodes [11, 12] whose purpose is to camouflage and forward false information. 

2.1.3. Node Replication 

There is a type of attacker who tries to replicate the physical access to the information inside the nodes. When it succeeds in accessing the 

nodes’ information, it creates a node similar to the original nodes[13]. This attack causes confusion, loss of information and service, and 

jamming. In other words, the repeated nodes lead to network weakness and the integrity of the confidentiality of its information [14]. 

2.1.4. Node Capture  

In this type, the attacker tries to add forged nodes to the original nodes. These nodes can communicate and adapt to the network completely so 

that they can eavesdrop on the network information [15, 16].  

2.1.5. Jamming 

It is the most dangerous type of wireless sensor network, as it jams the network and cuts off communication between the nodes due to 

interference in frequencies [17]. 

2.1.6. Tampering 

The attacker tries to gain access to the physicist in the network. If he succeeds, he analyzes the original nodes and extracts their information, 

such as encryption algorithms, data transmission mechanisms, and other information. This type of attack can be prevented by using isolation 

between nodes [18]. 

2.2. Attacks on the Data Link Layer  

The main function of this layer is to share channels between nodes. There are many attackers on it, as follows: 
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2.2.1. Traffic Analysis 

This type of attack is used to discover the mechanism of communication between the nodes. This is done by studying the traffic of data within 

the network [19]. This type is dedicated to the master nodes called the sink, which has the main network information such as the number of 

nodes, communication mechanism, encryption and decryption algorithms, and other information [20]. 

2.2.2. Collision  

This type occurs when some of the planted nodes within the network are damaged, which leads to disconnection and loss of paths between 

nodes. In addition, it leads to poor sensitivity to the events to be known by the observers [21]. 

2.2.3. Exhaustion 

This attack focuses on energy depletion by repeating transmissions and increasing path loops [22]. 

2.2.4. Unfairness  

In this type, the attacker tries to access the nodes to use them in an abusive manner, which leads to late receipt of data and loss of time in the 

network [23]. 

2.3. Attacks on the Network Layer  

A network layer attack is frequently a denial of service (DoS) attack intended to bring the network to a standstill. Furthermore, spoofing, 

rotation, and replay attacks jeopardize the integrity of the data. The network is designed on a custom architecture with WSN characteristics, 

which is the cause of these various attacks [24]. Derives from the network's ad-hoc structure, which includes WSN features. 

2.3.1. Eavesdropping 

Collecting data between sensors by the attacker is called eavesdropping, which leads to the possibility of killing the network through 

frequency interference and information loss in wireless sensor networks [25]. 

2.3.2. Stealthy Packet Dropping  

This type of attack occurs in WSNs easily because it depends on multiple hops when transmitting between nodes. The principle of operation 

of this attack depends on the addition of forged nodes that misleads the original nodes and disrupts the transmission of data between 

destinations [26]. 

2.3.3. Spoofed and replayed routing information 

This type of attack is intended to increase the time allotted to receive data between nodes, restrict traffic, and increase path loops [27]. 

2.4. Attacks on the Transport Layer  

As mentioned earlier, wireless sensor networks suffer from several resources, so the attacker in this layer tries to exploit the transmission and 

reception because it has specific characteristics. 

2.4.1. Flooding 

This type wastes network resources by ignoring connection requests or sending unnecessary data to flood the network and waste its energy 

[28]. 

2.4.2. Desynchronization 

This type attempts to prevent asynchrony between nodes by sending corrupt data and a dummy identifier [29]. 

2.5. Attacks on the Application Layer  

This type of attack is divided into two categories. The first is overwhelming, which is dedicated to wasting energy in the network by 

increasing the sensitivity of the sensor and sending sensitive data between nodes [30]. The second is called the Deluge. This type is similar to 

viruses. The programming system aims and works to damage the system to avoid this type of attack using programming with strong 

authenticators [31]. 

3.  WSNs Security Requirements 

 

As mentioned previously, WSNs have several advantages and also suffer from limitations, so it is dealt with accurately. The twelve security 

requirements for WSN networks [7] are presented in this section and may be seen in Fig. 2. 
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Fig 2. WSN security requirements 

4.  The Proposed Solution 

In this section, a wireless sensor network WSN is designed to conduct the tests required to use the TTIED-CMYK algorithm, which is 

intended to maintain the confidentiality of data exchanged between sensor nodes. 

The proposed network consists of a temperature and humidity sensor called DHT-11, as shown in Fig. 3, connected to a Raspberry Pi version 

3, where the required calculations are performed inside the raspberry. In other words, the Raspberry Pi contains the TTIED-CMYK algorithm, 

which in turn converts the sensitive data via DHT-11 into a color image. This image represents the ciphertext that is sent to the receiving 

station, as shown in Fig.4. There is a type of attacker trying to access the exchanged data between sensor nodes. Therefore, this algorithm was 

used because it has a high encryption strength, and it takes a lot of time to try to break it [8]. 

 
Fig 3. The proposed sensor (temperature and humidity sensor) 
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Fig 4. The proposed design of WSNs 

5.  Results 

 

5.1.  Device specification 

All experiments were carried out using Python on raspberry pi v+3 and a computer with an Intel Core i7,  2.6GHz CPU, 8 GB of RAM, and a 

64-bit Windows 10 operating system. 

5.2.  Apply TTIED-CMYK in WSNs 

DHT-11 senses the data and displays it as a text with eleven characters "T=29 _ H=21", which it then transmits to the raspberry (the sender) 

as shown in  Fig.5, which has the proposed algorithm TTIED-CMYK, which converts the text into a 2×2 image with a size of 70 bytes. This 

image is sent to the control and monitoring unit (the receiver), as shown in Fig. 6, which works to decrypt the encrypted image to obtain the 

original text. The executed time is very short, not exceeding 1 microsecond. 

5.3. Comparison of TTIED-CMYK with other encryption algorithms 

Table 1 shows the comparison of the proposed algorithm with some other algorithms in terms of key length, language support, encryption 

time, and ciphertext storage space. 

Table 1 The comparison of TTIED-CMYK with other encryption algorithms. 

Algorithm Key length (in bytes) Language support Encryption time (second) Storage (byte) 

RC5 256 

English only 

2.09 ms 268 

RC6 256 
Cannot run in WSNs Cannot run in WSNs 

AES Rijndael 256 

WSN-CSB[32] 128 8.01ms 274 

TTIED-CMYK 1024 English and Arabic 1 µs 70 

 

Fig 5. The image is encrypted by the user (raspberry pi) 
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Fig 6. The image received after being decrypted at the receiver (PC) 

6.  Conclusion  

In this paper, the TTIED-CMYK algorithm was implemented in wireless sensing networks to prevent the attacker's access to the data 

exchanged between nodes to the control and monitoring center. An encrypted image with dimensions of 2×2 and a size not exceeding 70 

bytes was obtained for a text consisting of eleven characters. Moreover, the encryption time is very short, not exceeding 1 microsecond. As a 

result, the application of this algorithm to protect information is commensurate with the resource constraints imposed on wireless sensor 

networks. In future work, the TTIED-CMYK algorithm will be applied to IoT. 
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